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MHOOPMAUWNA NMPO ANCTPUBYTWB

Haw anctpmnbyTtms pa3pabartbiBaetca ¢ 2011 roaa.
Bce nopaboTKM HaueneHbl Ha To, YTobbl cMcTema bblna rMbKoi, HageXKHoi, 6e3onacHoi 1 PYHKLUOHANBHOIA.

Bce 3TU NporpaMmHble CentOS 7.0 64 bit
KOMMNOHEHTbI paboTatoT Asterisk 16
UCKNTIOYNTE/IbHO FreePBX 14
HageXKHo.

Haw NMPUOPUTET — YCTAaHOBKA TOJ/IbKO TeéX KOMIMNOHEHT,

KOTOpble A0Ka3a/IM CBOK HAAEKHOCTb U 6€30MacHOCTb. TE—



HAOEAKHOCTb PABOTDI

Hawa cuctema paccumtaHa Ha 6ecnepeboitHyto paboTy cepBepa B TEUEHUN MHOTUX NiET
M MUNNIMOHOB 3BOHKOB

asterisk -G asterisk -
root
root

ow uptime’
root

hours, 51 minute:

Bpemsa 13HM cepBepa 6e3 nepesarpysKku:

|£I,H€l\/’| MUJTIZTMOHA 3BOHKOB
(noutn 3 roaa)

Konnuectso o6pa60TaH HbIX BbI3SOBOB:



[MPOCTOTA YCTAHOBKU CUCTEMBbI

e 16 MUHYT

Ha YCTaHOBKY.
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N__  Ha)kaTume.

B cpegHem, yctaHoBKa ntoboro Asterisk anctpmbytmsa
nnn cbopka Asterisk BpyuHyto TpebyeT oTBeTa Ha
HECKO/IbKO AeCATKOB BOMPOCOB OT TOro, KTO byaeT
yCTaHaBANBaTb.

TaK KaK 4acTo yCTaHOBKY AMUCTPUOYTMBA Npon3BOAUT
Hal KJMEHT, Mbl NOJIHOCTbIO aBTOMATMU3MPOBAIU
NPOLLECC, KOTOPbLIN TPebyeT OT KAMeHTa BCero oaHOro
Ha)XaTua nocne 3anycKa 3arpysku ¢ gUcka.

Mpn obHapyKeHUn B cepBepe 2 n 6onee *KecTKux
AMCKOB, cMcTema cama cobepet n3 Hux RAID-maccus
ONA HaAeXKHOW 6e30TKa3HOM paboThl.



YOANTEHHbIX AOCTYN A1A UHXEHEPOB

Mocne ycTaHOBKU cuctema cama opraHusyet VPN-TyHHenb K
MHpPacTpyKType KomnaHum VoxLink, nogHMmeT ronocosom
KaHan no npotokony IAX2, oTnpaBuUT NUCbMO U Cama
MO3BOHMT HALLMM UH}KEeHepam, coobLlas 0 roTOBHOCTU K
AANbHENLEeN yCTaHOBKeE.

Bam He TpebyeTcs Ha3HayaTb IP, npobpacbiBaTb NOPTbI Ha
MapLpyTM3aTope, BbINOJIHATb HEMNPOCTbIE Warn YCTaHOBKU U
npeaHacTponku Linux-guctpmnbytmea u SSH-nogkntoueHms.

Bce 310 Nnpou3onaeT aBTOMaTUYECKMU.

Hawm nHxeHepbl paboTatoT TonbKo no 6esonacHomy VPN-
coeanHeHuto. Bce naponun 1 HaCTPOMKMU NepeaatoTca B
3aWndpoBaHHOM BUAE.




EbICTPAA HACTPOWKA IP-TEJIEGOHOB
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YHUKaNbHaA cnctema b6bICTpOM HacTporku TenedpoHoB 6e3 Bxoaa B Beb-nHTepdenc cepsepa nnu IP-tenepoHa

Kak 6b1210 paHblue, Koraa BbiXogua HOBbIW COTPYAHUK?
1) Noaxntoyaem HOBbIV TenepoH K CeTH.
2) Bxogum Ha cepsep. Co3gaem HOBOro Nosib3oBaTtens.

MprMmeHsem HaCTPOMNKM.

3) Haxoaum B ceTn HoBbIM IP-TenedoH. Bxoaum Ha Hero.
Hacrtpansaem:

O6HoBNAEM NPOLUMBKY;

Hactpansaem 6a3oBble MapameTpbl ceTu;
HacTpavBaem gaHHble 419 NOAKNIOYEHUSA K CEPBEPY,
JIOTUH, NapOo/b, KOAEKM;

YcTaHaB/iMBaeM Naposib Ha Beb-nHTepdenc tenedoHa;
MpYMeHsemM HaCcTPOMKK U Nepesarpyskaem TenedoH.

Tenepb HacTPoOIiKa CBOAUTCA K 2 MAaKCMMA/bHO
NPOCTbIM LIaram:

1) Bam HE06X0AMMO NOAKNHOUYUTL HOBbIM TeniedoH K
cetu;

_—> 2) Mocne 3arpy3kun annapaTta BBECTU HOMEP, KOTOPbIN

AO0NTKEH 6bITb NMPUCBOEH MNOJ/Ib30OBATENIO .

Cepsep TenedoHmMn cam npomsseseT
HeobxoAnMble HAaCTPOMKKM TenedoHa.



NWHCTPYMEHTbI BbICTPOI'O NMONCKA U YCTPAHEHWNA NMPOBJIEM
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BbiBaeT, BO3HUKAIOT ceTeBble NPo6aeMbl, KOTOpPbIe NPUBOAAT K NaAeHUI0
KayecTBa 3BYKa M He0BO/bCTBY NONAb30oBaTeNel. [pUYMH MOXKeT bbiTb
MHoro: UHTepHeT, Onepartop CBA3M, MapLUpyTHU3aTOPbI U CeTeBoe
obopypoBaHue, IP-TenepoHbl Nonb3oBaTENEN.

Ona Toro 4TOObI 6bICTpO onpenenatb NCTOYHUK I'IpO6J'IeMbI, d Heé ragaTtb

Ha KodenHOM ryuie, Mbl BCTPOWUIMN B CUCTEMY CaMble NONEe3Hble 461 | oL bl >
MHCTPYMEHTbI ANA OﬂepaTMBHOﬁ OTNagKu. il TR0 rlzed
"—'-*'_“_'_‘___-—-——

ns yao6HO 1 BbICTPOI OTNAAKMU CUCTEMBI BCTPOEHbI TaKue ACK
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MHCTPYMEHTbI KaK: \

I“'M’ITE (SDP)
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v' SIPVicious 1600 Try
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v/ Cuctema nonHoro aamna Tpadumka. Pelaet npobnemy oTnagxu Aniils

y*e COCTOABLUMXCA BbI3OBOB.

Bnarogapa Bcem Mm, NPOUCXOANUT MUHUMMU3ALLUA PUCKOB, T.K. BO3MOXKHOE
Bpemsa npocTon TenedoHMM opraHnsaumm byaet cBe4eHO K MUHUMYMY.




FON1OC BALLEWN IP-ATC

Mbl cCaMOCTOATENBHO 3anncanm
NPodeCcCMOHANbHYIO ANKTOPCKYHO
03BYYKY BCex cobbITUi n
yBEAOMNEHUMN, C MOMOLLbIO
KoTopbix IP-ATC pasrosapuBaert ¢
BALLMMM aBOHEHTaMMW.

®

®

fonoc npodeccmMoHanbHOro ANKTOpPa
denepanbHOro TeneKkaHana
COOBLNT BALLMM COTPYAHMKAM O
TOM, KaK NpaBUAbHO HabpaTb
HOMep, B C/ly4ae OWnbKK, o
3aHATOCTU APYroro aboHeHTa 1 eLle
6onee 200 pa3HbIX BAPUaAHTOB
cobbITnin.




YBEAOMJTIEHUE O SAHATOCTU ABOHEHTA

Yto 6yaet, ecam Bbl NO3BOHUTE CBOEMY KoJl/iere, KOTOpblA B AAHHbIN
MOMEHT pa3roBapuBaer?

CraHpgapTHOe noBeaeHue Asterisk:

Bbl cablwmnTe ryoku1 Bbl30Ba, He A0raabiBaACb, YTO KOJ1/1era
yXe pa3roBapuBaeT U HeEpPBHMYAETE OT TOrO, YTO TOT HE
CHUMaeT TpybKy.

NosepeHue Asterisk B auctpubyruse VoxDistro:

Bbl cablwmnte yBeaomneHume «BbI3biBaemblh abOHEHT B
HaCTOFIIJ.I,MlZ MOMEHT pa3rosapmnBaeT», Nocje 4ero HaynHaet
nUrpatb NpMATHaA menoama BMecCTo rygKkos.




MY3bIKA BMECTO I'Y4KOB CKPACUT ORNOAHWNE HA JINHUW BALLETO RKZTMEHTA

My3blKa BMeCTO ryaKoB — 370 GyHKUMA,
KOTOPOW 0CO60 HMKOrO He yAMBULLb.
OAHaKo, U TYT eCTb HoaHCbl. Mbl MHOTO

pa3 BUAENN CUTyaumnm, Koraa KAMeHT bl
yCTaHaB/MBaM Ha cepBep TenepoHmnn
MeNoANN U KOMMO3ULMK, KOTOpPble
3alMLLEeHbl aBTOPCKMMM NpaBamMm.

Hawa 3agayva — 3alWunTUTb KAMeHTa oT
TaKUX PUCKOB, NPU 3TOM 3arpy3nB My3blKy
BMECTO ry4KoB, KOTopan ABAseTCA
OPUTMHANBbHOM N He HabuBLLeNn
aCKOMMWHY, KOTopasa MCMnosb3yeTca y
BALLMX KOHKYPEHTOB.
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B Poccuun ectb ogHa opraHm3ayma,
KOTOpasA C pafoCTbio BbiNULIET
WwTpad M NoaacT B Cya Ha Ty
KOMNaHWUIO, KOTOPaA He Kynuaa
nNpasa Ha 3aWMULLEHHYIO
ABTOPCKMMM NpaBamm
Komno3suumio. to — Poccuinckoe
ABTOpcKoe O6LecTBo, M3BECTHOE
Tem, yto B 2009 rogy owTtpadoBano
rpynny Deep Purple 3a ucnonHenue
cobcTBeHHbIX neceH, a B 2010-m
rogy noaas B cy4 Ha BeTepaHos BOB
3a ucrnosHeHne GpPoHTOBbIX NeceH
Ha 6ecniaTHOM KOHLUepTE.



ONTUMA/IbHOE XPAHEHWE 3ANMUCEN PA3TOBOPOB

v

B coBpeMEHHOM busHece LI,EI'IeCOO6pa3HO 3aMncbiBaTb KaH-(,D,bIl;’I 3BOHOK.

OpHaKo:

Ecnv 3anucbiBaTth B cTaHgapTHOM popmate WAV, To HeahHeKTUBHO pacxoayeTca MecTO Ha KeCTKOM AMUCKe cepBepa
(8 5 pa3 6onblie AnNCKoBOro mecrta, yem 8 MP3)

Ecnm 3anucbiBaTh B popmaTte mp3, TO HA cepBep MAET BbICOKAA HarpysKa, KOTopas MOXKET NPOABUTLCA B YXYALIEHUU
KayecTBa 3BOHKA

B pHeBHOe BpemA Mbl 3anucbiBaem B popmate WAV, CHUManA HarpysKy ¢
npoueccopa, a HoYbD aBTOMATUYECKU KOHBepTUpyem B dopmart MP3,
EcTb BbIXOA,? BbICBO60XA4aA MECTO Ha YKECTKOM AMCKe.

KoHBepTauua 3anuceit B mp3 ¢ BO3MOXXHOCTbIO HACTPOMUKM Nnepuoga ux xpaHeHus (no
ymonyaHuio 60 AHeN)- COIKOHOMUT MECTO Ha KEeCTKOM AMcKe Balwero cepsepa B 5 pas, uto

\7 COOTBETCTBEHHO MPOAAUT Nepuoa XpaHeHua 3annceit. brarogapa BO3MOXKHOCTU HACTPOMKM
KO/IMYecTBa AHel xpaHeHus, Baw anck byaer 3alumileH oT nepenosiHeHns, a 3Ha4YMT 1 oT
3aBUCaHMA TeneGoHNN No 4aHHON NPUUYUNHE.
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AOOKYMEHTAUWNA

v

NHTepderic VoxDistro noNHOCTbIO pycMPULMPOBAH U COAEPHKUT
PYCCKYO CnpaBKy. BmecTe ¢ HUM TaKKe nocTaBaseTca:

npOCTaﬂ M MOHATHAA NOJ/1Ib30BaTe/IbCKaA AOKYMeHTaL A
,D,OKYMEHTaLI,MFI ANA aAMUHUCTPATOPA HA PYCCKOM A3blKe
HDOEKTHaH AOKYMeHTaLunA

[JOKyMeHTaumMA Ha Aon.moaynm

RN NI NN

JokymeHTaumsa Ha IP-TenedoHbl

Bnharogaps Takol paclMpPEHHOM PYCCKOA3bIYHOM AOKYMEHTauum u
BXOAALLEMY B COCTaB Nt060ro Hawero npoekTa obyyeHuto
aAMMHUCTPATOPA (C BO3MOMXKHOCTbIO €ro nepeobyyeHmsa B Te4eHumu
roga), a TaK e npeaocTaBieHmMto 3anncu obyyeHns Bam He
NPUAETCA TPATUTLCA Ha A0N. 0byYeHNe TEKYLLEro UM HOBOTO
CUCTEMHOrO aAMMUHUCTPATOPA.



BESONACHOCTb W HAAEAKHOCTb
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ObecneyeHue 6e30nacHOCTU OZ1HA U3 BarKHENLLNX
3a4a4 1t0bor KOMNaHUMN.

Bawa tenedoHHanA cTaHUMA - 0OBLEKT MHTEPECA 310YMbILUNEHHUKOB, €CM HE OTHECTUCDH K
3awmTe IP ATC 6€e3 aAonKHOro ypoBHA NpodpeccMoHanm3ma, To ecTb PUCK NONAYyYUTb Bonblune
yObITKM, a TaK e NoTepro KAMEHTCKOW 6a3bl.
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BE3Z3ONACHOCTb U HAAOEXHOCTHbDb

CETEBOW 3KPAH — MEPBbIN 1 CAMbI BAXKHbIN YPOBEHb OGECMEYEHWA 3ALLNTHI CEPBEPA

IPTables — 310 ocHOBHOW 1 0AMH U3
CaMbIX BaXKHbIX KOMMOHEHTOB 3aLLUMUTbI
cepsepa IP-tenepoHmnmn. CtaHgapTHblE
ancTpunbyTtmnebl Asterisk (Elastix,
FreePBX u npouune) cogepxart 2-5
ueno4yek ¢puabTpaumm Tpaduka.

Haw guctpubyTtus cogepxut 6onee
10-TM NnepcoHaANU3NPOBAHHDIX Leno4veKk
M YYUTbIBAET Pa3Hble cLueHapumn paboTol
BalUMX aBOHEHTOB.

) 4

CeteBas 3awwurTa (IPTables) c aetanbHo
ONUCaHHbIMK NPeaHaCcTPOKaMm
(BHYTPM CKpUNTa), y4NTbIBAOLMMM
pa3/inyHbIe BapMaLuum BO
B3aMMOJENCTBMU CETEBOTO TpaduKa C
IP-ATC, a Takke unbTp No
KOHTMHEHTaM.

®uUnbTP NO cTpaHam.

Ecnu Bawm coTpyaHuKm He paboTatoT 13
OPYTrUX CTPAH UAN KOHTUHEHTOB, TO
6b1/10 6b1 HEN/I0X0 BOOOLLE
3a6/10KMpPOBaTh /I0OYIO0 aKTUBHOCTb U3
OpYrux cTpaH. B Hawem guctpnbytnse
peann3oBaHbl ceTeBble GUALTPbI C
npegHacTpoeHHbIMMU IP-ceTamu gpyrmnx
KOHTUHEHTOB.



RAID-MACCHUB HA JTOBOM CEPBEPE

He Ba)xHO, 060pyaoBaH Baw cepsep RAID-KOHTpOAIEPOM MU HeT. Ec/in ecTb [iBa }KeCTKUX AUCKA, cuctema
cama cobepet RAID-maccuB, 4To rapaHTMpyeT paboTocnocobHOCTL cepBepa Aarke Npu BbIXoAe M3 CTPOA 04HOro
YKECTKOro Amncka.

MoNHOCTbIO aBTOMaTU3MPOBaH NPOLLECC YCTaHOBKMU AUCTpUOYTUBA Ha 06opyaoBaHME, B TOM Yncie
aBTtoco3aaHune RAID 1.
Monb3oBaTento 0CTAETCA TO/IbKO BCTaBUTb AUCK B cepBep 1 HaxkaTtb Enter nnm 3arpysutb cucremy ums .I1ISO

YCTaHOBMUTb Hally CUCTEMY OYEHb MPOCTO - 3TO CMOXKET caenaTb N060N pPAAO0BOM NOb30BaTENb, NPWU 3TOM Bam
He NPMAETCa BONIHOBATLCA 3@ KAYECTBO YCTAHOBKM.

Ba*KHO: B cnyyae BbIxoAa M3 CTPOA ECTKOTO AMCKA, Halla CUCTEMa MOHUTOPUHIA CUTHAAU3UPYeT 06
3TOM HALLIMM MHXKEHEPAM, @ OHM CBAXKYTCA C Bamu, 4tobbl oNnpeaennTb NOPAAOK AENCTBUIM MO 3aMeEHE
HeucnpasHoro HDD.




CKAHEP ATAK HA CEPBEP TEJIEGOHWM FAIL2BAN 3ALLIUTUT OT NEPEGOPA NAPOJIEN

v

AHanuzaTop noros Fail2Ban c aBTomatnyeckom
610KMPOBKOWM NOMNbITOK HEIETMTUMHbIX BTOPXKEHUM

HecmoTpsa Ha To, 4To Baw cepBep TenedpoHnM 3aLmLLeH
OT BHELUHMX BTOPXKEHUM Mbl TaK XK€ HE UCK/IloYaem
NOTEHLNANBbHYIO BO3MOXHOCTb B3/1IOMa U3HYTPU BaLLEeN
OopraHu3auMu, 4ONOAHUTENbHbIM HageXHbiM bapbepom
B 3TOM BOMPOCE CTAHOBMUTCA BCTPOEHHDIN B
anctpmbytne moaynb Fail2Ban, KOTopbii TOMMMO 3TOrO
AOMONHAET U BHELWHIO 3aLLUUTY.
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BE3ONACHOCTb U HAAEXHOCTL (=)

SECURITY BY DESIGN

) 4

OcyLwecTBneHue 3aWmTbl Ha YPOBHE
KoHpurypaumm Asterisk (paa 3annatok
6e3onacHocTK 1 T.4.)

Mbl NPOPUABbHbBIN MHTETPATOP 3aHUMAIOLLNICA TONBbKO
TenepoHuen Asterisk, 3Haem ero noteHumanbHble cnabole
MeCTa 1 YA3BMMOCTM.

Haw guctpmnbyTtms - 370 NPOAYKT Hawero 60NbLIOro onbITa,
3HAHMMN M NPAKTUKK, B HETO Mbl BHOCUM BCE aKTya/lbHble U
Heobxoaumble ANs HafeXKHOM 1 cTabunbHOM paboTbl
TenedoHUU N3SMEHEHMUS.
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SALWLNTA OT PASBEAKN N CBOPA UHOOPMALINIA

v

NogmeHa sepcuum MO B SIP-3anpocax ana 3awmTbl OT
CKaHMPOBAHMA.

Mo-ymonyaHuto, ntoboi cepsep TenedoHmn (B T.4.  Asterisk) npu otnpaske
onpegeneHHoro SIP-3anpoca BblgaeT MHGOPMALMIO HE TONbKO O TOM, YTO
yCcTaHoB/eH Asterisk, HO TakXe 1 o Bepcumn camoro Asterisk.

3HaA Bepcuto MO 3n10yMbIWNEHHUK BYAET MCKaTb BO3MOXKHbIE KOTMbIYKNY,
KOoTOopble MOryT cpaboTaTb A1 3TON BEPCUM.

Mbi nepeHacTtpanBaem CepBep Tak, YTOObI Aaxe BO3MOXHOCTU, NOHATb, 4YTO
CTOUT MMEHHO Asterisk, BO3MOXHbIM HE NMpeacTaBNAETCA.

Kpome TOro, napametp koHdurypaumm «alwaysauthreject», BbiCTaBNeHHbIM B
HenpaBUIbHOM 3HAaYeHUM (CTaHAAPTHOE NoBeAEeHME HEKOTOPbIX
AncTpmnbTMBOB), NO3BONSIET NPOBOAMUTL aTaky «Directory Harvesting Attack» Ha
cepsep. B VoxDistro Takot BO3MOXKHOCTU 3/10YMbILUNIEHHUKY He
npeaocTasaaeTcs.
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NOARTHOYEHUE K CUCTEME MOHUTOPUHTA PANDORA FMS

v

310 cuctema MOHUTOPUHIa OCHOBHDbIX nokKasareseu
cepBepa, TaK KakK:

V' OTCneKmMBaHMe KOPPEKTHOCTU HACTPOEeK Be30nacHOCTM

\\

aBTOMaTM4YeCKoe co34aHune 3aABOK Npu npobaemax B :
HelpDesk VoxLink e

3arpyska Uy, o e ot e e Sy
KO/IMYeCTBO CBOBOAHOIO MECTO Ha AMUCKe, - T ="

OTKa3 aAucka B RAID,

CBOOOAHOE KONMYECTBO NaMATU N
[OCTYNHOCTb NPOBainAepos TenepoHnm = S B '

W opyrve noKkasartenu
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Bnarogapa NnOoCTOAHHOMY MOHUTOPUHIY Mbl BCETrAa B Kypce
daKTUYeckoro coctosHuA Bawero cepsepa.
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BE3ONACHOCT
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CucTema MOHUTOPUHIA NO3BOIAET NPEAOTBPATUTL Npobiembl B
paboTtocnocobHoCTU cepBepa.




BE3OMNACHOCTHDb

B OAHO HAMATUE ONPEAENNTE, KYOA MOXKET, A KYOA HE MOXET 3BOHUTb BALL ABOHEHT

v

MpeaHacTPOEHHbIN MOAYNb Pa3rpPaHNUYEHMUs NO BO3SMOMKHOCTHU
COBepLUEHMA 3BOHKOB M0/1b30BaTeNAMU B 3aBUCMMOCTU OT UX
HanpaBAEHHOCTW (NOKanbHble, MOBUIbHbIE, FOPOS,
MeXAyHapoaHble 1 Ap.)

B OopraHn3aunax, Hepearkun cayvyaun, Koraa npmuxogAat AMHHbIE
CYe€Ta Ha CBA3b NO MeEXAYHAPOAHbIM HanpasaeHNAM No BUHE
COTPYAHNKOB NCMNONb3YHOLWNX Tefled)OHI/ﬂO KOMMNaHNN HE B
CI'Iy)-Ke6HbIX Lenax.

YT06bl MCKNOUYNTD BEPOATHOCTb TAaKUX CUTYaLMI B AUCTPUOYTUB
BCTPOEH MOAY/b pPa3rpaHUYMBatoOLWMA NPaBa COTPYAHMKOB Ha
CBA3b MO HaMNpaBAEHUAM.
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3ALLNTA BEE-UHTEP®ENCA FREEPBX OT HEBE3OMACHbIX MOAK/IFOYEHUW

) 4

WEB-nHTepdpenc aaMmHNCTpupoBaHma 3akpblT HTTP-
ayTeHTUPMKauMen BMeCTO CTPaHULbl ayTeEHTUDMKALMN
FreePBX, npu HTTP-ayTeHTUdMKALMKN AaHHblE NepenatoTca
no wudpoBaHHOMY KaHany (HTTPS)

TaK KaK CTaHAAPTHbIN MexaHu3m ayTeHTudmKaumm FreePBX
He COOTBETCTBOBAN TPeHOBAHUAM HALEXKHOCTM HaLLero
oTaena 6e3onacHOCTU OH Hbl1 3aMeHeH Hamu Ha bonee
3aWNLEHHbIN U HaAEXHbIN.

Kpome TOro, Halwmnmu UHXeHepamun orpaHnUYmMBaeTcA
BO3MOXHOCTb NOAKAKOYEHUA K cepBepy no npotokony HTTPS
c IP-agpecos, He NpuUHagNexXalLnx CeTn KAmeHTa.

P.s. YacTon npuumnHoi aTtak Ha cepBep Asterisk ssnserca
ncnonb3oBaHue akcnaoiTos ana PHP B Beb-mHTepdelice
FreePBX, uto npmnBoamno K yctaHoske PHP-wennos u 3axsaty
KOHTPO/A Hag, CTaHLMEN.
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ACL (CTTMCKM QOBEPEHHbIX CETEM) 418 NOAK/HOYEHMA SIP-TENEGOHOB

B cTaHaapTHbIX ANCTPMOYTMBAX NpPU CO34aHUMN HOBOTO
aboHeHTa nponucbiBaeTca nose permit=0.0.0.0/0.0.0.0, yto
NO3BOIAET NOAKNIOYATLCA M3 COBEPLUEHHO Nt0ObIX CeTen K
cepsepy TenedoHmmn. ITo — yrposa 6esonacHocTM, 0cobeHHO B
CNy4anx, Korga NpoucxogmT Kparka.

Mo ymonyaHuto BkAtoYeHbl onuunm chan_sip alwaysauthreject n
oTKAtoYeHa onumsa allowguest. Mpy co3gaHnm y4eTHbIX 3anmcemn
SIP yepe3 web-uHTEpdENC 3HaUeHMe permit No ymoiyaHuio -
"10.0.0.0/255.0.0.0&192.168.0.0/255.255.0.0&172.16.0.0/25
5.240.0.0" (pa3pelueHbl TONbKO N0Ka/bHbIE CETH).

Haww noaxoabl K 6€30MacHOCTU KOMMJIEKCHDI,
AQHHbIN NPUMeEpP OTHOCUTCA K 3alLUTE Ha YPOBHE
KoHdUrypauymm Asterisk.



Bbl 3ACTPAXOBAHbI OT JIKOEOW HEMPUATHOCTU C BALLUMM CEPBEPOM TEJIE®OHUN

ﬂ

K COXaJ1IeHUto, HENPUATHOCTU CNYHalOTCA.
YTo nnoxoro MoxKeT Npon3onTn ¢ cepsepom? [la Bce YTO YrogHo:
nokap, kpaka, Ob3I, 3atonneHune, rmbenb }KeCTKUX UCKOB U MHOTOe Apyroe.

Mbl nocTapanancb 3alUTUTb BaC OT 3TOrO.

Pa3 B Hepeno cuctema AenaeT apxuB Bce KOHGUIypaLumm 1 BbiKNaabiBaeT B
Hawe 3awumweHHoe obnako no VPN-KaHany. B cnyyae, ecam ¢ cepsepom
npowusoLwwsia 6eaa, Mbl BMecTe BOCCTaHOBMM paboTocnocobHOCTb HA HOBOM
cepBepe bykBanbHO 3a 1 yac.

TenedoHUsA - UHPPACTPYKTYPHbBIN y3€1 KPUTUYECKOMN BAXKHOCTMU.
MoaTomy, KaKk 1 Ana Ntobor CMCTEMbI TAKOTO YPOBHA KpPaHe BaXKHO MMETb

MeXaHW3Mbl BOCCTAHOB/MEHUA ee paboTocnocobHOCTN nocsie Ntobbix
MHUUOEHTOB.
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Pe3epBurpoBaHMe KOHOUIypaLM C NX pa3MeLLeHMEM Ha OTAE/IbHbIX OT CepBepa
TenepoHUn pecypcax — 06s3aTeIbHbIN 3IN1EMEHT NPU NOCTPOEHUM HAAEKHOM
CUCTEMBI.




NOAAEPMKA

Ectb npobaema nnm sonpoc?

CHumMmUTE TPYOKY M Habepute Homep 911!

B0O3MO}KXHOCTb ONepaTUBHOM CBA3M C TeX.noaaepKKoit KomnaHmuu VoxLink no Homepy "911",
Cpasy nocsie YCTaHOBKU CUCTEMDbI.

MogKkntoumB annapaT KaKk Ha cnanae 2 Bbl cmoXKeTe MTHOBEHHO CBA3ATbCA C MHXKEHEPOM
TenepoHum .

Momumo TenedpoHHOro 3BOHKA Bbl MOXeTe nucaTb Ha support@voxlink.ru. Mucbma noctynatot
B Haw HelpDesk, Bawwel 3aaBKe NpucBanBaeTcss HOMeP U OTBETCTBEHHbIN UHMKEHEP.

Kpome TOro, Bce Hawuu HOBble KIUeHTbl € AHBapA 2017-ro roaa nony4yaloT HEOrPaHUYEHHYI0 NOo
CPOKY TEXHMUYECKYIO NOAAEPXKKY UX cepBepa TenepoHuu no Tapuoy Free.


mailto:support@voxlink.ru
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